Ha ocHoBy unaHa 8. 3akoHa 0 MHdopMauuoHoj 6e3beaHoctu (,CnyxbeHn rnacHuk PC”, 6poj
6/16, 94/2017 v 77/2019), unaHa 2. Ypeabe o 6nmxem caapxajy MpasunHuka o 6esbegHocTy
MH(OPMALIMOHO-KOMYHUKALMOHUX — cucTeMa oA  nocebHor  3Hayaja, HauvHy nposepe
MH(DOPMaLIMOHO-KOMYHUKaLIMOHUX CUCTeMa Of MnocebHor 3Hayaja M caapxajy v3BewTaja o
NpoBepN MHAPOPMaLIMOHO-KOMYHWKALIMOHOT cucTeMa oA nocebHor 3Havaja (,Cn. Mackuk PCY,
6p. 94/2016) u unaHa 23 CraTtyTta [oMa 3apas/ba lMaHueBo, YnpasHu oabop [oma 3apas/ba
MaH4eBo je aaHa 27.06.2023.roanHe AOHEO je

MPABUJTHUK
0 6e3benHocT MHPOPMALMOHO - KOMYHMKAUUOHOr cuctema [loma 3apaBsba
MaHueBo o
O 3PABIWA MAHYEBU
01 -Abth|ls
I. YBopHe ogpenbe 3
06, 0L
YnaH 1. o E B O

OBWM MpaBUNHWMKOM, Y CKagy ca 3akoHOM O MHdbopmauvoHoj 6e3beaHocTv n Ypeabom o
6nxem caapxajy MpaBunHuka o 6e3beaHOCTM MHPOPMALMOHO-KOMYHUKALIMOHUX cucTeMa o4
nocebHOr 3Hauaja, HaumMH nMposepe WHHOPMALIMOHO-KOMYHUKALMOHWUX cucTeMa oA noce6Hor
3Hauyaja M cagpxaj u3BewTaja O nposepu WMHPOPMALIMOHO-KOMyHMKALMOHOr cucTeMa OA
nocebHor 3Hauaja (,Cn. MnacHuk PC', 6p. 94/2016), yTephyjy ce Mepe 3awTuTe, NPUHLMNK,
HauWH 1 nNpoueaype NnocTu3ara U oapXKaBarba afekBaTHOr HMBoa 6e36eaHOCTM cucTeMa, Kao
oBnawhera U OArOBOPHOCTU Yy Be3n ca GesbeaHowhy u pecypcuma UKT cuctema [loma
3apaBrba MaHueso (y Aarvem Tekcty: UKT cuctem).

YnaH 2.

Mepe nponucaHe OBUMM MNPaBUHUMKOM Ce€ OAHOCeE Ha CBe OpraHu3auuoHe jeanHuue w
3npasctBeHe ambynaHte [loMa 34paBiba [MaH4yeBO, Ha CBe 3anoc/eHe-KOpPUCHUKe
MH(MOPMaTUYKMX pecypca, Kao U Ha Tpeha nuua Koja KopucTe nHdopMaTUYKe pecypce
YcTaHoBe.

HenowToBare oapeabn 0BOr NpasBWNHWKaA NpeacTas/ba nospeay paaHUX obaBesa 3anocneHor-
KOpPUCHWKa MH(DOPMATUUKKX pecypca [loMa 34paBba MaH4eBo.

3a npahetbe NpyUMeHe OBOr NpaBuiHKWKa oapehyje ce Pykosoawnay nocioBa WHGOPMAaLIMOHUX
cucTeMa u TexHonoruja (y Aamem Tekcty: MHdopmaTuyap).

YnaH 3.

MojeanHy TEPMUHM Y CMUCTTY OBOT NpaBunHKKa uMajy cnegehe 3Haderbe:
1) uHpopmaumoHo-koMyHmkaLmory cucrem (UKT cucTeMm) je TeXHOMOLIKO-OpraHin3aumoHa
LienvHa Koja obyxsara:
(1) enekTpoHcKe KOMyHUKaLIMOHE MpeXe Y CMUCNY 3aKOHa Koju ypehyje enekTpoHcke
KOMyHUKaLuje;




(2) ypehaje wnu rpyne MefycobHo noBe3aHnX ypehaja, Takeux Aa C€ y OKBUPY
ypehaja, 0AHOCHO Y oksupy GapeMm jeaHor W3 rpyne ypehaja, BpwA ayToMmaTcKa
obpapa noparaka kopuwherbeM padyHapcKkor nporpama;

(3) nopaTke Koju ce noxparyjy, obpahyiy, npeTpaxyjy W npeHoce nomohy
cpeacTasa w3 NOATau. (1) v (2) oBe Tauke, ay CBPXY HWXO0BOr paaa, yrnoTpe6e,
3aWTUTE WU OApXKaBarba;

(4) opraHu3auvory CTPYKTYpY NyTeM Koje ce ynpas/ba WUKT cucTeMoM;

2) uH@popmMaumoHa 6e3begHocT npeacras/ba Ckyn mepa Koje omoryhaBajy Aa noaaun
KojuMa ce pykyje nyTem WKT cuctema 6yRy sawTuheHu oa HeosnawheHor npUCTYNa, Kao
W pa ce 3aTUTW WHTErpuTer, pacronoXveocCT, ayTeHTUYHOCT W HenopeuvBoCT TUX
noaaTaka, Aa 6u Taj CUCTEM (YHKLMOHNCAO KaKo je npeasuheHo, KaAaa je npepsuiheHo U
noA KOHTPOJIOM osnawheHnx n1ua;

3) rajHOCT je CBOJCTBO koje 3Hauu Aa noaatak HWje AoCTynaH HeoBnawheHuM NMUMMa;

4) mHTErpUTET 3HA4M 04yBaHOCT U3BOPHOT caapxaja n KoMNNeTHOCT nopaTka;

5) pacrionoxunsoct je cBojcTBO KOj& 3HA[M pa je nopaTak pocTynaH yrnoTpebsbus Ha
3axTes opnalwheHnx nMua oHAa kaad uM je notpebaH;

6) ayTeHTU4HOCT je cBOjCTBO Koje 3Ha4u Aad je moryhe npoBEPUTH ¥ noTBpAMTM Aa je
nogaTtak CTBOpVO unv nocnao oHaj 3a Kora je AeknapucaHo Aa je Ty paatby U3BpLIVO;

7) Heropeunsoct npeacTasba CNOCOBHOCT AoKasuBara Aa Cce poroauna oapeheHa paarba
Wnu Aa je HacTynvo oapehenu porahaj, Tako Aa ra HakHaaHo Huje moryhe nopehu;

8) pu3mK 3HA4M moryhHOCT HapylaBarba uHdopmMaumoHe 6e3benHoCT, OAHOCHO
MoryRHOCT Hapyluasarba TajHOCTW, VHTErpUTETa, pacnonoXueocTy, ayTEHTU4HOCTU U
HernopeLmMBOCTY noaaTaka U HapyluaBarba 1cnpasHor yHKUMOHUCaHA WNKT cucrema;

9) yrpas/batbe PUNKOM je cucTematndaH cKyn Mepa Koju yKbydyje nnaHuparse,
opraHu3oBarbe ycMepaBarbe akTUBHOCTY Kako 61 ce obesbeanno Aa pysnum ocTaHy Y
NPONMUCaHUM U NpUXBaT/bUBUM OKBUPWME;

10) MHUMAEHT je yHyTpalltba Wnn CnosbHa oKkonHocT unu porahaj KOjuM Cce yrpoxasa Wi
HapyLaea uHpopmaumoHa 6e36eaHOCT;

11) mepe 3awWTnTe UKT cucrema cy TEXHUUKE W opraHusauuoHe Mepe 33 ynpas/batbe
He36eqHOCHUM pu3nuvma KT cucrema;

12) rgjHmn noAarak je nopaTak Koju je, y cknapy ca nponucuMa 0 TajHOCTU noAaTaka,
oppeheH 1 o3Ha4eH oppeheHnM cTeneHoM TajHOCTW;

13) UKT cuctem 3a palq ca TajHmm rogaumma je UKT cucTeM Koju je y cknapy ca 3aKOHOM
oppeheH 32 paa ca TajHWUM NoAaLmnMa;

14) komrpomuTyjyhe e/1eKTPOMArHeTHo ~ 3paderbe (KEM3) npencTaeea HeHaMepHe
eneKTpoMarHeTHe eMucHje NpUnMKoM NpeHoca, obpape wiv 4yBarba nopartaka, Yvjum
npvjeMoM 1 aHann3oM ce MOXE OTKPUTY caapxaj TUX nopaTaka;

15) KpuTo6€36€4HOCT je  KOMMOoHeHTa uHdopmaLmroHe Ge3benHocTn Koja 06yxsaTa
KPUNTO3ALUTUTY, yNpaB/barbe KpunToMarepujanuma u pa3Boj MeToAa KpUNTO3aWTUTE;
16) kpuriro3awTnia je npumeHa MeETOA3, Mepa W nocTynaka paau TpaHcdopmucarba
nogataka y 061K Koju ux 3a onpeheHo Bpeme WK TpajHO uWHU HEAOCTYMHUM

HeoBnawheHuM nuunma;

17) kpurTorpagcku Mpomn3soA je codpTeep nv ypehaj nyTeM kora ce BPLLM KPUMTO3aWTUTA;

18) kpunromarepujarm ¢y kpunTorpadcki NPOU3BOAW, nopaum, TexXHU4Ka [OKyMeHTaLwja
kpunTorpadckix NPousBoAa, kao v ogrosapajyhn KpunTorpadCki Kiby4eBH;

19) 6e3beqHocHa 30Ha je npocTop W npocropuja y Kojoj ce, y cknapy ca nponucuma o
TajHOCTV NoAaTaka, o6pahyjy n 4ysajy TajHu nozauw;



20) uHgpopmaymorHa A06pa obyxsaTajy nopaTke y pAarotekama W 6asama noaaTaka,
nporpamcki koA, KoHdUrypaunjy XapaBepckinx KOMMOHEHaTa, TEXHUYKY U KOPUCHUYKY
[OKYMeHTaLujy, YHyTpaLltbe OnwTe NpaBuiHNKE, npoueaype 1 CNUYHO;

21)VPN (Virtual Private Network)-je ,npuBaTHa" KOMyHMKaUMOHa Mpexa koja omoryhasa
KOpWUCHULIMMA Ha PasaBojeHNM nokauujaMa fa npeko jaBHe Mpexe jeAHOCTaBHO
oppxasajy 3alTuheHy KOMYHMKaLKy;

22)MAC agpeca (Media Access Control Address) je jeawHcTeH 6poj, KojuM ce BpLn
uaeHTudbUKaumja ypehaja Ha Mpexu;

23) Backup je pe3epsHa Kornuja noaaTaka;

24) Download je TpaHcdep noaaTaka ca LieHTpanHor padyHapa uiu web npeseHTaumje Ha
NOKanHU padyHap;

25)UPS (Uninterruptible power supply) je ypehaj 3a HenpekuaHo Hanajarbe eneKTpuyHOM
eHeprujom;

26) Freeware je 6ecnnartaH codTeep;

27) Opensource codTBep 0TBOPEHOT KOAT;

28) Firewall je ,3aWTUTHA 31" OAHOCHOCMCTEM MpeKo Kora ce BpLM Haasop ! KOHTpOnuLie
npoToK WHbOpMaLmja U3Mely oKanHe Mpexe WU WHTEpHeTa Yy Uuby oHemoryhaBatba
3710HAMEpPHUX aKTUBHOCTH;

29) USB nnu dneww memopwja je crosblutbK MeaujyM 3a CKNaauLITeRE noaaTaka;

30)CD-ROM (Compact disk-read only memory) ce KOpUCTU Kao MeaujyM 3a CHUMare
noaaTaka;

31)DVD je ONTUYKM AWUCK BUCOKOT KanauuTeta Koju Ce KOpUCTU Kao mMeanjym 3a
CKnaavLiTere NoaaTaka;

II. Mepe 3awiTNUTE

YnaH 4.
Mepama 3awTute UKT cucrema ce ob6e36ehyje npeseHUMja OA HaCTaHKa nHUuaeHara, 0AHOCHO
npeBeHUMja U MUHUMU3aLM]a WTETE OA WHUMAEHaTa Koju yrpoxasajy Bpluerbe HapIeXHOCTU U
o6aB/barbe AenaTHoCTH, a nocebHo y OKBMpY npyXarba ycnyra aApyrum nuumma.

1, OpraHn3aynoHa CTpyKTypa, aa yrepheHnm mocioBHMa H O4roBOPHOCTHMA
3amocneHnx, KojoM ce ocTBapyje ynpas/mare  HHPOPMaUHOHOM
6e3b6egrowhy y okBupy foma 34paB/ba lMaHveBo.

YnaH 5.
CBakv 3anocneHu-kopucHuk pecypca UKT cucrema je oprosopaH 3a 6e3b6epHocT pecypca UKT
cucTeMa Koje KopucTv paav obasrbarba nocnosa us cBOje HaANeXHOCTU.
3a KOHTPONy W Haa3op Haa 06aB/batbeM Moc/oBa 3anoCNeHVX-KOPUCHMKA, Y UWby 3alTuTe U
Be3benHocTv UKT cuctema, Kao v 3a obaB/barbe nocnosa 3 obnacti 6e36eAHOCTU LIENOKYTHOT
WUKT cuctema Joma 3apaerba NaH4eBo Haanexax je UHdopmaTu4ap.

YnaH 6.

Moa nocnoeuMa w3 obnactu 6e36eaHOCTH yTBphyjy ce:




e OCNOBM 3aWTUTE UHPOPMALIMOHUX po6apa, 0AHOCHO CpeAcTasa MMOBMWHE 3a HaA30p HaA
NOCNOBHWM NpoLiecMa oA 3Havaja 3a uHdopmaLmoHy 6e3denHocT

e MOCNOBW ynpaBbatbe pusnuvmay o6nacti urdopmaLuoHe 6e36eAHOCTH, Kao W rnocnosu
npeasuheHn npoleaypama y o6nactu uHdopmaLmoHe 6e36eaHOCTH

e nocnosv oHemoryhasatba, OAHOCHO cnpevyasarba HeoBnawheHe U HeHaMepHe USMEHE,
owTehera WU 3noynotpebe CpeacTasa, 0fHOCHO WMH(OPMALMOHNX pobapa WKT
cuctema [loma 3apae/ba MaHueso, kao 1 NpUCTYr, U3MeHe Win kopuwherbe CpeAcTasa
6e3 osnawherba v 6e3 eBuaeHumje o ToMe

o npahere aKTUBHOCTH, pesusuje W Haasopa Y OKBUpY YNpaB/batba nH¢opMaLMOHOM
6e3benHowhy

e obaBelTaBarbe HaAneXHUX opraHa o uHumMaeHTuMa y WUKT cuctemy, y cknapy ca
nponucuMa.

Y cnyyajy MHUMAEHTa NHdopmaTu4ap, obageLuTaBa AupeKTopa [oma 3apasba MaH4yeBO, KO Y
cknagy ca nponucuma obaBeliTaBa HaanexHe opraHe Y UMby peliaBarba HacTanor
6e36eq0HOCHOr MHUKAEHTA.

2. Be36eqHoOCT paaa Ha Ra/bHHYy M ynorpeba mo6ununx ypebaja
YnaH 7.
Paa Ha Oa/buHY U ynotpe6a MOBUIHUX ypehaja y UKT cuctemy Huje omoryheH.

HeperncTpoBaHyu KOpPUCHULW, MyTEM MoBunHVX ypehaja Mory Aa npuctyne camo OHWM AenoBvMa
Mpexe Koju Cy KOH(purypucaHu Tako na omoryhasajy npuctyn VUHTEpHETY anu He W AenosvMa
Mpexe Kpo3 Kojy ce obassba cnyxbeHa KOMyHMKaLuja.

3. ObesbelimBare Aa /Mya Koja KOpHCTE UKT cucreM OBHOCHO ynpas/majy

UKT cucremom 6yay ocrnocob/peHa 3a nocao Koju page #H pasymejy csojy
04roBOPHOCT

YnaH 8.
UKT cucTeMoM ynpaerbajy 3anocieqn'y cknany ca BaxehoMm cucTeMaTU3aumjoM paaHux MecTa.

WHdopmaTnyap—Oaeberba 3a WHDOpPMATUKY ¢ KOMyHUKauuje, je AyXaH/Ha fAa csakor
HoBo3anocneHor-kopuchuka  UKT - pecypca ynosHa ca 0ArOBOpPHOCTUMA W NpasvvMa
kopuwhera VKT pecypca [loma 3apae/ba aHueso , Ad ra ynosHa ca npasunuma kopuwherba
pecypca UKT cucrema, kao v Aa Boav eBnaeHLMjy O W3jaBama HOBO3aNOCNEHUX = KOpUCHWUKa Aa
cy yno3HaTu ca npasunMma kopuwhersa VKT pecypca.

Csako kopuwherbe VKT pecypca [loma 3apas/ba laH4€BO OA CcTpaHe 3anoc/eHor-KOpUCHUKa,
BaH noae/beHnx osnawherbe, NOANEXE AVCLMMIMHCKO] OArOBOPHOCTA 3anocneHor Kojom ce
feuHULLE 0ArOBOPHOCT 33 HeosnalheHo Kopuherbe UMOBUHE.



4. 3awTHTa 0of PHU3NKA KOJH HACTajy NPH NPoOMeHaMa nociosa HitH npecraHka
PafHOr aHra)K0Bara JINYa 3aoC/IeHHX KOA oneparopa UKT cucrema

YnaH 9.

Y cnydyajy npoMeHe MocnoBa, OAHOCHO HaANEXHOCTU KOPUCHMKa-3arnocieHor, WUHdopMapuuap
he W3BPLIMTY MPOMeHy MpuBMNerMja Koje je KOPUCHMK-3anoCiIeHn Mao y ckiaay ca onvcom
pafHuX 3alaTaka, @ Ha OCHOBY 3axTeBa NpeTrocTas/beHor pykosoaMoLa.

Y cnyuajy npecTaHka pajHOr aHraxoBarba KOPWCHWKA-3aMOC/EHOr, KOPUCHUYKW Hamor Ce
yKuaa.

O npectaHKy PajHOr OAHOCA WM pajHOr aHraxosarba, Kao W MPOMEHM paaxor MecTa,
3anocneHM y caparbu  Ca  HemocpeaHnM  pykoBoauoueMm, je ayxaH/a pa obasecty
WHbopMaTUyapa, paau ykuarba, OAHOCHO WM3MeHy MpUCTYMHWX npusuneruja Tor 3anocneHor-
KOPUCHMKA.

KopvcHuk WKT pecypca, HakoH npecTaHka pajHor aHraxosarba, He CMe Aa OTKpMBa rnoaaTke
Koju Cy oA 3Ha4aja 3a MHdopMaumoHy besbeaHocT MKT cuctema.

5. HgeHTnghuroBare HHPOPpMaLUHoHnx gobapa 1 oapelnBarbe 0f4roBOPHOCTH
3a FbHXOBY 3aWUTHTY

Ynax 10.

WHdopmaumoHa Aobpa [oma 34paBmba [laH4eBO Cy CBM pecypcut KOju caapXe nocnoBHe
uHbopmaumje Joma 3apae/ba [laH4eBO , OAHOCHO, MYTEM KOjUX Ce BpluM u3paga, obpaaa,
uyBarbe, MnpeHoc, Gpucatbe W YyHWWTaBarbe MoAaTaka 'y WUKT cucremy, ykbydyjyhu cee
eNeKTPOHCKe 3anuce, payvyHapcKy Onpemy, mobunHe ypehaje, 6ase nopaTaka, MOCIOBHE
annvkauuje, KoHdWrypauujy —xapaBepckux — KOMMoHeHara, TEXHUYKY W KOPUCHWUYKY
QOKYMeHTauujy, YHyTpallte NpaBuIHUKeE koju ce opHoce Ha UKT cuctem v cn.)

EBuaeHUMjy O nHdopMaLmoHuM fobpuma BoAw WHdopMaTryap, y nanvpHoj wum €NeKTPOHCKO]
dhopmu.

MpeameT 3awTuTe Cy:
e XapaBepcke 1 coTBEPCKE KOMMOHEHTE KT cuctema
e ropauv koju ce obpahyjy wnm YyBajy Ha KOMNoHeHTaMa NKT cuctema
e  KOPWCHMYKM Hano3u WU Apyrv noaaun o KopUcHULMMa nHdopMaTryknx pecypca UKT
cucrema

6. KnacugpnxoBamwe noparaka Tako Aa HHBO HHXO0BE 3awrnre ogrosapa
3Havajy nogartaka y CKAagy ca Ha4yeJIoM ynpas/batba PH3HKOM H3 3aKOHa O
nHgpopMaynoHoj 6e36e4HOCTH




YnaH 11.

Mogauv koju ce Hanase y WKT cucremy npeacTas/bajy TajHy, ako Cy Tako AeduHmcaHn
oapen6ama nocebHUM nponucuMa 4

Moaaum Koju ce 03Hauye Kao TajHu, Mopajy 6uTn 3awTuheHn y cknaay ca onpenbama Ypeabe o
noce6HMM MepaMa 3alWTWTE TajHWx noaartaka Y UH(OPMaLMOHO-TENEKOMYHUKALIMOHUM
cuctemuma (,Cn. Mnackmk PCY, 6p. 53/2011).

7. 3awrura HocayYya nogaraka

YnaH 12.

WHdbopmaTnyap, he ycnocTasuTu opraHv3auujy npucTyna 1 paaa ca nopaunma, nocebHo OHUMa
Koju 6yay O3Ha4YeHu CTeneHoM cnyx6eHoCTU MnKM TajHOCTW Y CKnaay ca 3aKoHOM O TajHOCTH
nopaTaka, Tako Aax

e nogauM M AOKyMeHTM (nocebHO OHWM Ca O3HaKOM TajHOCTM) MOry fAa ce CHUME
(apxviBupajy, 3anuily) Ha cepeepy Ha Kome ce cHUMajy nogauM, y donaepy Haa KojuM
he nNpaBo MPUCTyNa UMaTy Camo 3anoC/ieHN-KOPCHALIN kojuMa je To npaso obe3beneHo
OANTYKOM HayeNTHUKa.

e nogauy v AOKyMeHTU (nocebHO OHW Ca O3HAKOM TajHOCTM) MOry Aa Ce CHWMe Ha Apyre
Hocaue (ekcTepHu xapa anck, USB, CD, DVD) camo oA cTpaHe oBnawheHux 3anoc/eHnx-
kopucHuka UHdopmaTuyap — Oaererbe 33 nH(OPMaTHKY U KOMyHMKaLMje

EBMaeHUM]y HOCaya Ha Kojuma Cy CHUM/BEHW nogauy, soan WHdopmatuyap-Operersa 3a
WH(OPMATHKY U KOMyHMKaLmje 1 T1 Meauju Mopajy 61TH NponUCHO obenexeHn 1 OANOXEHU Ha
MEcTo Ha koMe he 61TK 3awTuheHy oA HeosnawheHor NpUcTyna.

Y cnyuajy TpaHcnopTa mMeauja ca noaauvma, MoMohHUK AVMpeKTopa 3a HEMeAULMHCKA nuTarba
he ofpeanTV OAroBOpHY 0COBY U HauMH TpaHCnopTa.

Y cnyyajy ucteka pokosa 4yBatba noAaraka Koju ce Hanase Ha Meaujuma, noAaum Mopajy éutu
HernoBpaTHO 06pUCaHK, a ako TO Huje moryhe, TakB1 Meanjn mopajy buTu duanykm owTteheHn,
O/[IHOCHO YHWULUTEHMW.

8. OrpaHnyerse npucryna nogaynmMa 1 cpeacTsnma 3a o6pay noaataka
YnaH 13.

Mpuctyn pecypcuma UKT cuctema oapeheH je BPCTOM Hanora, OA4HOCHO [OAE/BbEHOM Y/IOrOM
KOjy 3anoc/ieHn-KOpPUCHUK MMa.

3anocneHn Koju MMa agMUHWCTPATOpCkW Hanor, uMa npasa npucTyna CBMM pecypcuma KT
cuctema (CohTBEPCKUM U XapABEPCKUM, MPEXU U MPEXHUM pecypcuma) y uurby WHCTanauuje,
oAp)XaBarba, MoAeLlaBaka 1 ynpas/barba pecypcima UKT cucrema.

133KOH 0 cNOBOAHOM NPUCTYNYy MHPOpMaLUMjama op, jasHor 3Hauaja (,Cn. ThacHuk PC“, 6p.120/04, 54/07,
104/09, 36/10, 105/2021 ), 3aKOH 0 3aWTUTW NOAATaKa O avnuHoctu (,Cn. TnacHuk PCY, 87/2018), 3aKkoH
0 TajHocTu nogataka (,Cn. FnacHuk PC“, 104/2009), kao v Ypeaba 0 HauuHy 1 NOCTynKy O3Ha4aBarba
TajHOCTM NOAATaKa, O4HOCHO AOKYMeHaTa (,,Cn. Tnachuk PC“, 6p. 8/2011)




3anocNeHn-KOPUCHUK MOXe Aa KOPUCTW CaMO CBOj KOPWUCHUYKW Hanor koju je mobwo oA
aAMUHWUCTpaTopa W He cMe Aa omoryhu ApyroM nuuy Kopulhere HEeroBor KOPUCHUHKOr
Hanora, CeM afIMMHUCTPaTopy 3a noaeLuaBatbe KOpUCHUHKOr npodwna 1 paaHe CraHuLe.

3anoCcNeHn-KOPUCHUK Koju Ha 6uno Koju HauvH 3noynoTpebu npasa, OAHOCHO pecypce KT
ccTeMa, NOANEeXe KPUBUYHO] N AUCUMIZIMHCKO] OArOBOPHOCTU.

3an0CNeHn-KOPUCHUK AyXKaH je Aa mowTyje u cneneha npaBuna y ck1agy ca apxXuTEKTypoM UKT
cucrema (6€3 AOMEHa), MPUIaroanTH rpasnia cucTemy 6e3benHoOr U NpuMepeHor kopuwherba
pecypca UKT cucrema, 1 10 Aa:

1) KOPWCTU MH(OPMATUUKE pecypce UCKIby4MBO Yy MOCNOBHE cBpXe;

2) npwxBaTi fa Cy CBY MOAALM KOjW Ce CKnaauwTe, npeHoce Unu npouecupajy y OKBUpY
MHbOPMaTNUKIX Pecypca BNacHWIWTBO [loMa 3ApaB/ba MaH4eBo M Aa Mory 6uTtu npeameT
Hafrneaarba v nperneaarba;

3) mocTyna ca MoBep/bMBMM MOAAUMMA y CKiapy ca nponuciMa, a rnocebHO MPUIMKOM
KONUpakLa U NpeHoca NoAaTaka;

4) 6e36enHO YyBa CBOjE /I03MHKE, OAHOCHO A2 MX HE oJaje ApyruM nuunma;

5) Merba N03MHKE carnacHo yTepheHnM NpaBuanuMa;

6) npe CBakor yAarbaBarba OA PajHE CTaHWLE, ofjaBu ce ca CACTEMA, OAHOCHO 3aKsby4a
paaHy CTaHuuy;

7) 3axTeB 3a MHCTanauujy copreepa U xapasepa NoaHOCK Y nucaHoj opmu, oaobpeH o4
CTpaHe HenocpeaHor pykoBoAWOLa;

8) 06e36ean CMIypHOCT noAaTaka y Cknaay ca Baxehunm nponucmma;

1. 19) npuctyna WHGOPMAaTUHKMM pecypcuma CaMo Ha OCHOBY eKCMIMUUTHO A0AeSbeHUX
KOPVCHUYKWUX NpaBa;

9) He cMe fa 3aycTaB/ba paa wiv 6puiue aHTMBUPYCHW Nporpam, MeHba Herose rnojelleHe
onuuje, HUTK Aa HeosnalwheHo MHCTanWpa Apyry aHTUBUPYCH nporpam;

10) Ha papHOj CTaHULM He CMe [ia CKNaAnLITU cafpXaj Koju He CnyXu y NoC/IOBHE CBPXE;

11) u3pahyje 3awwTuUTHE Konuje (backup) noaataka y cknagy ca nponucaHuM npolieaypama;

12) KOPUCTU WHTEPHET W ENEKTPOHCKY nowTy Y Jomy 3apaB/ba [laHueBO y Cknagy ca
nponucaHum npoueaypama;

13)npuxsaTh Aa ce oapeheHe BPCTE MHAOPMATUHKNX uHTepBeHuMja (u3pada 3aLTUTHUX
KOMWja, axypuparbe nporpama, MokpeTarbe aHTUBMPYCHOr NporpaMa v cn.) obasrbajy Yy
yTBphHEeHo BpeME;

14)npwxsaTi Aa CBM MPUCTYNU MHGOPMATAYKMM pecypcuMa uHdopmMaumjama Tpeba Aa
6yay 3acHOBaHW Ha NPUHLMMY MUHUMANHE HEOMXOAHOCTH,

15)npuxBaT Aa TEXHWKE CUTYPHOCTU (aHT BMpYC MpOrpamy, firewall, cuctemu 3a
feTekuMjy ynaaa, CpeacTsa 3a Wwudpuparbe, CPEACTBa 3a NPOBEPY WHTErpuTeTa u Ap.)
cnpeyasajy noteHuMjanHe NpeThe UKT cucremy.

16)He CMe Aa WHCTanupa, MOAWUGUKYje, WCK/bydyje M3 papga wam 6puile 3alTUTHK,
CUCTEMCKM MU annvKaTUBHK cOTBEP.

9. Ogo6pasawe osnawheHor npucTyna # cnpevasare HeosnawheHor
npucryna UKT cucremy n yoryrama koje KT cucrem npy»3a




UnaH 14.

Mpaso npucTyna wMajy caMmo 3aM0CNEHN/KOPUCHULWM  KOjU  UMajy aAMUHWUCTPaTOpCKe Wi
KOPWUCHWYKE Hanore.

AZIMUHUCTPATOPCKN HANOr je JeAHCTBEHN Hanor kojuM je omoryher npuctyn v aAMUHMCTpaumja
cBux pecypca UKT cucrema, kao v oTBapatbe HOBUX ¥ U3MEHa nocrojehux Hanora.
AAMWHWUCTPATOPCKN  Hanor MOXeE/MOry fa KopucTu/e caMo 3anoc/ieHn Ha nocnosuma
NHdopmaTr4ap.

AAMWHWCTPATOPCKN Hanor 3a ynpasrbarbe [IOMEHOM MOXe/MOry Aa Kopucte camo 3anoc/eHn Ha
nocnoeuma KoopavHaTtop nocnosa TenekoMyHWKaLMOHUX CUCTEMa.

AAMHACTPATOPCKM Hanor 3a ynpae/barbe Ga30oM noaaTaka MoXe/Mory Aa KopucTe caMo
3anocneHu Ha nocnosuma UHdopmaThyap.

KOPWCHWUUKM Hanor Ce CacToju OA KOpUCHMHKOT MMEHa M NO3VHKE, KOju ce Mory yKyuaBaTth W
uUTaTW ca Meauja Ha Kome MOoCTOjU eNeKTPOHCKM cepTucMKaT, Ha OCHOBY Kora/jux ce BplM
ayTeHTUGMKaLMja — NpoBEpa MABHTUTETA U ayTopusaunja — NpoBepa npasa nNpucTyna, O[IHOCHO
npasa kopuherba pecypca UKT cucrema oA CTpaHe 3anocneHor-KopucHvKa.

KOPMCHIUYKM Hanor AoAerbyje aaMMHUCTPaTop, Ha OCHOBY 3axTeBa 3arnoc/ieHor 3aAyXeHor 3a
yripaB/batbe /byACKUM Pecypcuma y capaarbit ca HenoCpeiHMM PYKOBOAMOLIEM U TO TEK HaKOH
yHOCa noparaka O 3arocneHoM y codTBep 3a ynpas/barbe Jby/ACKMM pecypcvmMa, @y cknagy ca
noTpebama o6aBrbarba NOCNOBHMX 33AaTaka oA CTpaHe 3arnocneHor-kopucHuKa.

AZMMHWCTPATOP BOAW €BUAEHLM]Y O KOPUCHNHKIAM Hano3uMa, NpoBepaBa HUX0BO KopulNerbe,
Metba MpaBa MpUCTYNa M YKWAA KOPUCHM4Ke Hanore Ha OCHOBY 3axTeBa 3arnocneHor Ha
MOCNOBMMA YNPaB/batba by/ACKUM pecypciMa, OfHOCHO HaNeXHOr pykoBoavoLa.

10.YreplhnBarwe 04roBOPHOCTH KOPHCHHMKA 33 3aLUTHTY COnCTBEeHnX cpeacrasa
3a ayTeHTHKaUNJy

YnaH 15.

KopucHWYKkW Hanor ce cacToju oA KOPUCHUYKOr UMEHa U NO3UHKE.

(NMpumep: KopucHUUKO UMe Ce Kpevpa no MaTpuuy ume.npesnme, NaTUHUHHIM nucMom 6e3
ynotpe6e cnosa H,X,b, b, h, 4, U, W.

(Mpenopyka: YMecTo 0BuX Cnoga KOpUCTWUTH CfioBa U3 Tabene.)

hupunuyHa cnosa JlaTuHW4Ha cnosa
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No3uHKa Mopa fa caapXu MUHUMYM OCaM KapakTepa KOMBWHOBaHUX 04 Manux W BENUKUX
cnoBa, undapa v cneuvjanHux 3Hakosa.
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No3WHKa He CMe Aa Caapku MMe, npesume, AaTym poherba, 6poj Tenedona u Apyre
npeno3HaT/buee noaaTke.

AKO 3aMOCeHN-KOPUCHUK MOCYMiba Aa je ApYro Jvue OTKPUNO HeroBy JIO3UHKY AyxaH je Aa
WCTY 04MaXxX U3MeHH.

3an0CeHn-KOPUCHUK AyXaH je Aa Merba NO3WHKY HajMatbe jeAHOM Y TpM.
McTa Nno3uHKa ce He CMe NOHaB/baTy Y BPEMEHCKOM nepuoay oA roauHy AaHa.

HeosnawheHo YycTynarbe KOPUCHUYKOr Hanora ApYroMm nuuy, NpeAcTaB/ba MoBpeady pagHe
obaBese.

11.Mpeasnbhamwe oprosapajyhie ynorpebe KpHUATO3AWTHTE PaAH 3awrnre
TajHOCTH, AYTEHTHYHOCTH OQHOCHO HHTErpHTETa NOAaTaka

YnaH 16.

Mpuctyn pecypcvma  WMKT  cuctema  [loma  34paB/ba MaHyeBO He 3axTeBa MOCebHy
KPUNTO3aLITUTY.

12. ®uznyxa 3awTnTa objexara, Mpocropa, Npocropyja ORHOCHO 30Ha y Kojuma
ce Hanase cpegcrBa W AoOKyMeHTH UKT cncrema H o6palyjy nogayn y KT
cHCTEMY

YnaH 17.

MpocTop y KOMe Ce Hanase CepBepu, MpexHa WA KOMyHUKalvoHa onpema UKT cucrema,
opraHu3yje ca Kao aiMMHUCTPaTUBHA 30Ha. AAMMHWCTPaTMBHA 30Ha Ce YCrnocTas/ba 3a buanykm
npuctyn pecypcuma UKT cucteMa y KOHTPONWUCAHOM, BUA/BMBO O3HAYEHOM npocTopy, Koju je
obe36eheH MexaHM4KoM 6paBoM/MarHETHOM KapTULIOM.

Mpoctop Mopa aa b6yne obesbeheH oA KoMnpoMuTyjyher enekTpoMarHeTHoOr 3paverba (KEM3),
noxapa W ApYrMX eneMeHTapHUX Hernoroaa, W Yy HeEMY Tpe6a pa 6Gyne oprosapajyha
TeMnepaTypa (KAMMaTv3oBaH NpocTop).

EBuaeHUMjy O ynacky y oy 30Hy Boau KoopauHaTop rnocnosa TenekoMyHUKaLUMoHUX cuMcTema.

3awrura og ryburka, owrehemwa, kpahe nan apyror o6/IMKa yrpo)xaBarba
6e3begqHocTy cpegeraBa Koja ynHe KT cucrem

YnaH 18.

Yna3 y npoctopujy y kojoj ce Hanasu VKT onpema, 403BO/bEH je camo agmunucrpatopy VKT
cucTema/3anocneHumMa Ha nocnosmma UKT.

OcuM aMUHUCTPaToOpa CUCTEMA, MPUCTYN aAMAHWUCTPATUBHO]j 30HW MOry UMaTmh 1 Tpeha nuua y
UMby MHCTanaumje u cepsucuparba oppefeHnx pecypca UKT cuctema, a no NpeTXOAHOM
opobpetby HauyenHuka Ynpase, U y3 NpUcycTBo HaanexHor nuua WHdopmaTuuapa.




MpUCTYN aAMUHWUCTPaTMBHOj 30HM MOXe MMaTW W 3anoc/ieHu/a Ha nocnoBuMa OApXKaBatba
XvrnjeHe y3 NpucycTBo HagnexHor nuua MHdgopmatuyapa.

Mpoctopuja Mopa 6UTU BUA/BMBO obenexeHa M y HOj Ce MOpa Hanaswutu NpoTUBnoXapHa
onpeMa, Koja ce MoXe KOpUCTWUTK caMo Y ciydajy noxapa y npoctopujn y Kojoj ce Hanasn UKT
onpema 1 Meauju ca noaauuma.

Mpo30opy 1 BpaTa Ha 0BOj MPOCTOPWjU MOpajy YBEK 6UTU 3aTBOPEHM.

CepBepn U aKTMBHa MpexHa onpema (switch, modem, router, firewall), Mopajy cTranHo 6UTH
NPUKIbYYEHU Ha ypehaje 3a HenpekuaHo Hanajarbe — UPS.

Y cnydajy HecTaHKa enekTpuuHe eHepruje, y nepuoay AyXeM o4 Kanauuteta UPS-a,
oenawheHo nuue je AYXKHO Aa UCKbYUM onpemy Yy Cknapy ca npoleanypama npow3sohaya
onpeme.

WKT onpema 13 npoctopuje ce y cnyyajy onacHoctvt (noxap, BpeMeHcKe Heroroae v cn.) Moxe
n3HeTH 1 6e3 onobperba HayenHuKa.

Y cnydyajy uM3Howera ornpeme paau cenuabe, Unu cepsucuparba, HEOMX0AHO je opobperbe
HayenHuKa koju he oapeanTy YCnoBe, HauMH U MECTO U3HOLEHa OnpemMe.

AKO Ce ofpeMa M3HOCW paau cepBucuparba, nopes oaobperba [MomMohHMka AvpekTopa 3a
HeMeaMLUMHCKE NOC/IoBE, MOTPEebHO je CaYMHUTU 3arMUCHWK y KOMe Ce€ HaBOAW Hasue W Tun
onpeMe, cepujcku 6poj, Ha3WB cepsucepa, UMe 1 NpesuMe oBnawheHor nua cepsucepa.
YroBOpOM Ca cepBMcepoM Mopa 6uTu aeduHucaHa obaBesa 3aWwTuTe noaaTaka Koju ce Hanase
Ha Meaujuma Koju cy Aeo UKT pecypca [loMa 3apasrba lNaH4eBo

13.06e36eljusarwe ncrnpasHor n 6e36egHor QPyHKUHOHHCArba CpeACTaBa 3a
obpapgy nogaraka

YnaH 19.

3anocneHn Ha nocnosuMa WKT KOHTMHYWMpaHO Haasvpy W nposepaBajy (yHKUMOHWCaHe
cpeacTasa 3a 06pagy noaartaka v ynpasrbajy pUsvuMMa Koju Mory yTULaTU Ha 6e3benHocT UKT
cUCTeMa W, y cknagy ca TuM, MnaHupajy, OAHOCHO npeanaxy [omMohHuKy AupekTopa 3a
HemMeauLMHCKe nocnose oarosapajyhe mepe.

Mpe yBohetba y pas HoBOr CO(TBEPA HEOMXOAHO je HanpaBUTU Konujy-apxuBy noctojefhmnx
noaaTaka, y by npunpeme 3a npoLeaypy Bpaharba Ha NpeTxoaHy CTabuHy Bepsujy

WHCcTanMparbe HOBOr codTBepa kao M axypuparbe nocrojeher, 0AHOCHO WHCTanauuja Hose
Bep3unje, MOXe Ce BPLIMTU Ha Ha4MH KOju He OMeTa OrnepaTuUBHU paj 3anoC/IeHNX-KOPUCHMKa.

Y cnydajy Aa ce Ha HOBOj Bep3uju codTBepa Koju je yBeaeH y onepaTusHW paa npumeTe 6UTHU
HeoCTaLM KOjU MOry yTuuaTh Ha paj, noTpebHo je mMpuMeHWTWU npoueaypy 3a Bpahare Ha
npeTxoaHy cTabunHy Bep3ujy codreepa.

14.3awTnTa nogaraka M CpegcTsa 3a 06pagy noparaka of 3/10HaMEpPHoOr
cogpreepa

YnaH 20.
3alWTUTa 0A 3N0HaMepHor codTBepa Ha Mpexu CnpoBOAM Ce Y LUW/by 3alliTuTe OA BUpyCa U
Apyre BpCTe 3/0HaMepHOr Koaa  Koju Yy padyyHapcky Mpexy Mory AOCNeTU MHTEPHET
KOHEKLMjOM, WMMEJNIOM, 3apaeHUM MPEeHOCHUM  Meanjuma (USB memopuja, CD wuta.),
MHCTanaunjoM HenmueHumpaHor coTeepa U ch.




3a ycrelwHy 3awTvTy oA Bupyca Ha CBaKOM payyHapy je uHCTanupax aHTMBWPYCHU MporpaM.
CBaKoAHEBHO Ce ayTOMaTCKU 'y 00:00 caTv BpLM AOMNYHA aHTUBUPYCHUX neduHULMia.

CBaKor MpeTnocnearber papHor AaHa neTka y Henerbit je MOTpebHO OCTABUTU YK/bydeHe W
3aK/byyaHe padyHape paau ckeHuparba Ha BupyCe.

3abparbeHo je 3aycraB/barbe U UCK/byuMBarbe aHTUBUPYCHOT codTBepa TOKOM CKeHUparba
NpeHOCHUX Meauja.

MpeHocvBM Meauju, npe kopuwherba, Mopajy 6WUTH NpOBEPEHW Ha NMpUCYCTBO BUPYCa. Ako ce
yTBpAM Aa NPeHOCUBU Meauj CappXv BUPYCe, YKONMKO je To Moryhe, BpLK ce ynwhere meanja
aHTMBUPYCHWUM CODTBEPOM.

PusvK Of EBEeHTyanHor rybutka rnoparaka npuivkom ynwhera Meauja oA Bupyca CHOCK
poHocunal meavia.

Y uu/by 3aWTWTE, OAHOCHO ynaaa Yy UKT cucrema [oma 3apasrba aHueso ca WHTEpHETa,
WHdbopmaTryap je Ay>aH Aa OApxasa cUCTEeM 3a crpedaBatrbe ynaaa.

PykoBOAMOLM OpraH13auuoHnX jeavhuua oapenyjy KOju 3anocneHy umajy npaso npucryna
WHTEpHETY paaW MpuUKyr/batba noAaraka W ocTanux WHdopMauuja Be3aHUX 3a obaBbarbe
noCnoBa Y HKxoBoj HaANEXHOCTH.

Kop1cHULMMa KOjW Cy NPUK/bY{EHN Ha WUKT cucTem je 3abparbeHo camocTanHo NpUK/by4MnBarLe
Ha WHTEpHET (NpUK/byunBarbe MNpeKo concTBeHor moaema), npu uyemy WHdbopmatudap MOXe
YKUHYTU MPUCTYN UHTEPHETY Y cny4ajy AokasaHe 3noynotpebe uctor.

KopucHuum UKT cuctema KOjW KOpUCTE UHTEPHET Mopajy Aa ce npuapxasajy Mepa 3alWTuTe OA
BMpYyCa ¥ ynaaa ca MHTepHeTa 'y WUKT cucTeM, a CBaKuU padyHap 4uju ce 3anoCc/eHN-KOPUCHUK
npukbydyje Ha WHTEpHET Mopa 6utn oarosapajyhe noaeweH W 3awTuheH, npu 4emy
noaelwasarse Bplun NHdopmaTniap - Operberbe 3a MHOopMaTHKy U KOMyHWKaLuje.

MpunukoM kopuwhera MHTEPHETA Tpeba usberaBatu CyMHUBE WEB cTpaHuue, ¢ 063v1poM Aa
TO MoXe npoy3pokoBaTu npobneme - HenpuMETHO WHCTanupame WMKjyHCKUX nporpamMa w
CNUYHO.

Y cnyuajy Aa KOPWUCHUK MPUMETU HeoBWYHO MOHallare padvyHapa, 3anaxarbe Tpeba 6e3
opnararba Aa MHdopmatuyap.

Crporo je 3abparbeHo rneaarbe ¢dunMoBa U urparbe urpuua Ha padyHapuMa u "kpcTaperbe”
WEB cTpaHuuaMa koje caapxe HeaonnyaH caapxaj, Kao 1 CaMOBO/bHO Mpey3uMarbe UCTUX Ca
WHTEpHeTa.

Hepo3sorbeHa ynotpeba nHTepHeTa obyxsarta:
e VHCTanMparbe, AVCTpubyuwjy, ornailasarbe, NpeHOC WM Ha APYTU HauMH YWHErbEe
[OCTYMHUM ,NAPATCKMX" UK ApYruX coTBEPCKUX MPON3BOAA KOjW HUCY NUUEHUMPaHU
Ha ogrosapajynun HauuH;
e HapyllaBarbe CUrypHOCTW Mpexe unu Ha [pyrM HauuH oHemoryhasarbe nocnoBHe
WHTEPHET KOMYyHVKaLuje;




¢ HaMepHO LIMPEHbE AECTPYKTUBHUX U ONCTPYKTUBHIUX NPOrpaMa Ha UHTEPHETY (MHTEpHeT
BUPYCM, WHTEPHET TPOjaHCKM KOHM, WHTEPHET UpBM W Apyre BpCTe ManMumO3HUX

codreepa);

e Heno3BO/bEHO Kopuhere APYWTBEHUX Mpexa W APYruX MHTEPHET caapxaja koje je
orpaHuyeHo;

o npeysuMmarbe (download) noaaTaka Benmke “TeXWHe” Koje Npoy3pokyje “3arywerbe” Ha
MpPEexw;

o npey3umMarbe (download) mMaTepujana 3awTuheHnX ayTopCKM NpaBuMa;
Kopulhere NMHKOBa KOjU HUCY y Be3n ca nocnoM (rneaare QunMosa, ayavo U
BUAEOCTPEAMUHT U CN.);
e  Heno3BOSbEHW MPUCTYN caapXajy, MPOMeHa caapxaja, Gpucarbe WM npepaaa caapxaja
NPeKo UHTEPHEeTa.
KopucHMLMMa KOju HeaAeKBaTHUM KopuiuherseM MHTEPHETa Y3pOKyjy 3aryluerse, Npekua y paay
“nu HapylwaBsajy 6e36eaHOCT Mpexe MOXe Ce 04y3eTH NpaBo NpUcTyna

15.3awrnra og rybmMTKa nogaraxa
YnaH 21.

Base nonaTaka o6aBe3HO ce apxuBupajy Ha npeHocuse meauje (CDROM, DVD, USB, ,strimer”
TpaKa, eKCTEPHU XapA AUCK), HajMarbe jeAHOM AHEeBHO, HeAe/bHO, MECeYHO U roaullne, 3a
notpebe obHoBe H6a3e noaaTaka.

Octanu hajnoBu-A0KYMEHTW Ce apXvBMpajy HajMarbe jeAHOM HeZle/bHO, MECEHHO M rOAULLHLE.
Mogaum 0 3anocieHnMa-KopuUCHULIMMA, apxvBMpajy ce HajMakbe jeAHOM MeceyHo.

[IHEBHO KOMWparbe-apXx1BMpakbe BPLUM Ce 3a CBaKW pajHu iaH y ceamuum, of 20 Yacosa CBaKor
pagHor AaHa.

HeperbHO Konuparse-apxuBuparbe BpLUM Ce Nocnearer paaHor AaHa y Heaebn, o4 20 yacoBa,
Yy OHOMWKO HEAESbHUX NpUMepaka KoIMKO MMa NnocieArnx paaHuX AaHa y MeceLy.

MeceuHo KOnupare-apx1Bmparbe BpLUKM Ce NOoCNeArer paaHor AaHa y MeceLy, 3a CBaki Mecel
noce6Ho, oa 20 Yacosa.

FroauLkbe Konuparbe-apxusmparbe BpLUK Ce Nocnearer pagHor AaHa y roavuHu.

CBakv MpuMepaKk roauiute Komuje-apxuee YyBa ce y POKy Koju je aeduHucaH YnyTcTBoM O
KaHLIenap1jckoM nocioBarby opraHa apxaeHe ynpase (,Cn. MnacHuk PC", 6p 10/93, 14/93 -
ispr., 67/2016, 3/2017 i 20/2022 — v Ap.ynyTCTBO).

CBakv MpuMepak NpPeHOCHOr MH(bopMaTUyKor Meauja ca Kornujama-apxveama, Mopa 6uTH
03HaueH 6pojeM, BPCTOM (AHEBHa, HeAerbHa, MeceuHa, roAwiutba), AaTyMoM u3paje Konwuje-
apxuBe, Kao U MMEHOM 3anoC/eHOr-KOpUCHUKA KOju je M3BPLUIMO Konupatbe-apxusiparbe.
[lHeBHe, HeflerbHEe U MeceuyHe Konuje-apxvee ce 4dyBajy Y npocTopuju Koja je GusmMukn u'y
cknagy ca Mepama 3alTuTe oA noxapa obesbeheHa.

Fogviwibe Konuje-apxuse ce M3palyjy y ABa NpuMepKa, OA KOjUX ce jefaH 4yBa y NpoCTOpUjN Y
KOjoj ce 4yBajy AHEBHe, HeAe/bHe U MeceqHe Konuje-apxuee a Apyrn npuvMepak y 3rpaau
ambynaHTe LleHTap, a koja je 1 kM yaarbeHa o4 3rpaje Ynpase.

WcnpaBHOCT KOMWja-apxusa NpoBepaBa Ce HajMatrbe Ha WeCT Meceun U TO Tako LTO Ce U3BpLIN
nospahaj 6asa nojaTtaka Koje ce Hanase Ha Meawjy, npu demy BpaheHn nopauu HakoH
nospahaja Tpeba aa 6yay MCNpaBHK U CNpeMHu 33 yrnoTpeby.

16. YyBsarse nogaraxa o goraljajuma xoju Mory 6MTH og 3Ha4aja 3a 6e3begHocT
KT cncrema




YnaH 22.

O aKTUBHOCTMMa aAMUHUCTPATOPa W 3arnocieHUX-KOpUCHWKa BoAe Ce AHEBHULUA aKTUBHOCTW
(activitylog, history, securitylog, transactionlog n Ap).

CBakor nocnearber pagHor AaHa y Helerby AaToTeKe Y KOjuMa Ce Hanasu AHEBHWK akTUBHOCTU
ce apxuBMpajy no npoueaypu 3a uspagy Konuja-apxusa OCTanux rnoaaraka y UKT cucremy, y
cknagy ca yn. 20 oBor npaBuHKKa.

17.06e36eljnBare HHTErpHTETa COPTBEPA M ONEPATHBHHX CHCTEMA
Ynan 23.

Y UKT cucTeMy MOXe fa Ce MHCTanupa camo codteep 3a Koju nocroju Baxeha nuueHua y
BnacHWWTBY [loMa 3apaerba MaHyeso, ogHocHo Freeware u Opensource Bep3uje.

WHcTanauujy W nopewasarse codTBepa Moxe Aa Bpwu camo WHpopmaTudap, OAHOCHO
3anocneHn-KopUCHUK Koju nMa osnawherse 3a To.

WHcTanaumjy v noaelasarbe codTBepa Moxe fa U3BpLK U Tpehe nuue, y cknagy ca YrosopoM
0 HabaBLK, OAHOCHO oApXXaBakby codTBepa.

Mpe cBake MHCTanauuje HoBe Bep3uje cOopTBEpPa, OAHOCHO MOAEWaBakba, HEOMXOAHO je
HanpasuTW korujy noctojeher, kako 61 ce obe3beanna MOryhHOCT MoBpaTka Ha MPETXOAHO
CTarbe Y Cny4dajy HeoveknMBaHWX cuTyaumja.

18.3awrnra 04 370ynoTpebe TexXHHYKHX 6e36eqHOCHHX CNabocTH HUKT
cHcrema

YnaH 24.
WHbopMaTHuap HajMarbe jeAHOM MeceyHo a no noTpebu u yewhe BpwW aHanusy AHEBHWUKa
akTuBHOCTM (activitylog, history, securitylog, transactionlog v ap ) Y uwby uaeHTUbUKaumje
noteHunjanHmx cnabocrtn UKT cuctema.

YKONMKO Ce WAeHTUdUKYjy cnaboct koje Mory faa yrpose 6GesbeaHoct WKT  cucrema,
WHdopMaTuyap je AyxaH Aa oaMax W3BpLWKM nojeluasarba, OAHOCHO MHCTanupa codTBEp KOjU
he OTKNOHUTK youeHe cnabocTu.

19.06e36elinBare Aa akTHBHOCTH Ha peBH3njn KT cucrema HMajy WTO MarbH
yTHYaJ Ha PYHKYHOHHCAFHE CHCTEMa

YnaH 25.

Pesu3uja KT cuctema ce Mopa BPLUMTM Tako Aa UMa LITO Marbu yTvuaj Ha nocioBHE npouece
KOPUCHMKa-3anoC/ieHnx. YKONMKO TO Huje Moryhe y paaHO Bpeme, OHAa Ce BpLUM HAaKOH
3aBpLUETKa pafHOr BpeMeHa KOPUCHWUKA-3amnoCcneHnx, yuju 61 NocnoBHU Npouec 61o oMeTaH, y3
NpeTXofHy CarnacHocT avpekTopa [loMa 3apaerba lNaH4eso.




20.3awTHTa NOAATAKa y KOMYHMKaUHOHHM MpexxaMa yrmyyyjyhn ypebaje n
Bogose

YnaH 26.

KoMyHUKaLMOHN Kabnosu u kabroBM 3a Hanajarbe Mopajy 6uTM mnocTaB/beHu y 3uAy nm
kaHanvuama, Tako ga ce oHemoryhu HeosnawheH NPUCTYN, OAHOCHO Aa Ce U3BpLLIA usonauvja
oa Moryher owrTehersa.

MpexHa onpema (switch, router, firewall) ce Mopa HanaswTy y 3aK/by4aHoM rack opMaHy.
KoopauHaTop nocnosa TenekoMyHUKaLMOHNX cUcTeMa je ayxaH/a Aa CTanHo BpLUM KOHTPO/HW
npernea MpexHe orpeme 1 bnaroBpemMeHo npeays“Ma Mepe y UWby OTK/Iakbarba eBEeHTYanHuX
HenpaBuIHOCTW.

21.5e36eqHOCT nogaraka Koju ce npeHoce yHyrap oneparopa MKT cucrema,
xao n wuamelly oneparopa MKT cncrema H /nda BaH oneparopa MKT
cHcrema

22.[IuTamwa nHgpopMmaynorne 6€36e4HOCTH y OKBHPY ynpas/eatea cBMM pasama
scuBoTHor ynikayca MKT cncreMa oaHOCHO Ae/1oBa cHcreMa

UnaH 27.

HauuH WHCTanuparba HOBMX, 3aMeHa WU oapxasatbe nocrojehux pecypca UKT cucrema on
cTpaHe Tpehnx nMua Koja HWCy 3anocneHa y oMy 3apaerba [laH4eBo, 6uhe peduHUCAH
yroBopoM koju he 61T cknonsbeH ca ThM nmumumMa.

WHdopMaThyap je 3afyXeH 1 3a TexHUuK1 HaA30p Hal peanusaumjoM yrosopeHux obasesa oA

cTpaHe Tpehux nuua.
O ycnocTas/batby HOBOM MUKT cucrema, OAHOCHO YyBoOherby HOBMX A€noBa M u3MeHama
noctojehux aenosa UKT cucrema WHdbopmaTryap BoAN QOKyMeHTaLwjy.

[lokyMeHTauwja W3 MpeTXopHor CTasa Mopa Aa CaApXu onuce ceux npolieaypa a nocebHo
npoLieflypa koje ce ofHoce Ha 6e3beaHocT WKT cucrema.

23.3awTHTa NOAaTaKa KOjH ce KOPHCTE 38 notpebe recruparsa UKT cncrema
OAHOCHO A€J/10Ba CHCTEMA

UnaH 28.

MpunukoM TecThparba CWACTEMA, MoAauut KOju Cy O3HaYeHn O3HAKOM TajHOCTWU, OAHOCHO
Cy»6eHOCTM Kao NOBEepsbMBM MOAALM, WM Cy nUMuHM noaaum, MHgopmaTvuap — Opersetba 32
WHdopMaTUKy U KOMyHWKauwje OAroeapa 3a nogaTtke y Cknagy ca nponucuma Kojuma je
peduHcaHa ynotpeba v 3alWTuTa Takee BpCTe noaaraka).

24.3awrTHnTa CpeAcraBa oneparopa UKT cucrema koja cy AOCTYyNHa
npy»xaouynma ycnyra







